Sample Medical Clinic
Emergency Operation Plan


Section 5: Active Shooter
           “Code Silver”

Introduction

In the event that an active shooter presents in the facility or on its grounds, a quick response is needed to preserve the lives of patients, visitors, doctors and staff.  

Procedure
1. An active shooter in the medical office setting is more likely to be a current or former employee, an acquaintance of a current or former employee, or a disgruntled patient or family member than a random person off the street.  Intuitive managers, employees and co-workers may notice characteristics of potentially violent behavior in an employee, family member/significant other, patient or patient’s close family member. 
2. Prevention includes fostering a respectful workplace and being aware of indications of potential workplace violence.  When aware of issues, management should take remedial or corrective action to resolve them.
3. Employee selection and retention practices should include screening and background checks that are consistently completed for any new hire for the practice.
4. A system for reporting signs of potentially violent behavior is in place, with mechanisms and procedures for employees, family members, patients, etc.:  
a. Employee assistance programs or counseling resources should be made available to minimize the potential for violence when warning signs have been identified in employees or within their family unit.
b. Patients, their family members or others who exhibit potential for violence should be referred to counseling or other community-based mental health resources (ACT, etc.).  
c. If an ACTIVE threat against the practice or any of its employees is communicated or received, contact law enforcement by dialing 911 immediately and filing a report.  It is the responsibility of law enforcement to investigate the situation and determine the level of the threat.  It is not the practice’s place to try to determine the potential of the threat or the likelihood that the person will follow through with a threat of violence.

d. Indicators of potential violence may include one of more of the following: increased use of alcohol and/or illegal drugs, unexplained increase in absenteeism, vague physical complaints, noticeable decrease in attention to appearance and hygiene, depression/withdrawal, resistance and overreaction to changes in policies and procedures, repeated violations of company policies, increased severe mood swings, noticeably unstable emotional responses, explosive outbursts of anger or rage without provocation, suicidal – comments about “putting things in order”, voicing paranoid thoughts that “everyone is against me”, increasingly talks of problems at home, escalation of domestic problems into the workplace, talk of severe financial problems, talk of previous incidents of violence, empathy with individuals committing violence, and increase of unsolicited comments about firearms, other dangerous weapons and violent crimes. Please note that this is not a comprehensive list, nor is it intended as a mechanism for diagnosing violent tendencies.
5. Any staff member who observes or is aware that an individual has entered the facility and begins shooting a weapon should activate the alarm (if available/equipped) or notify the staff of “Code Silver” by using paging feature or other mechanism when it is safe to do so.  When possible and safe to do so, notify 911 of the emergency.
6. When aware of this situation, make every staff member, doctor and patient aware of the need to immediately evacuate using the closest emergency exit as long as the shooter is not in the vicinity. 
7. Remember the “RUN, HIDE, FIGHT” sequence to guide your decisions:

a. RUN.  Move immediately and swiftly to the nearest emergency exit.  Do not stop to render aid to any victims, but take anyone you can with you that you can (but do not wait for them).  Do not stop to gather any personal belongings as any delay may be costly.  When exiting, keep your hands up so that you are not viewed as a threat by law enforcement who may be on the scene.
<<see Evacuation Plan for location of emergency exits>>
b. HIDE.  If evacuation is not possible, find a place to HIDE, preferably a room that has a locking door or a door that can be blocked shut.  Close blinds or curtains, turn off lights, silence your cell phone and keep quiet.  When possible, call 911 and quietly notify them of your location and numbers of people with you. They may have you keep the line open to monitor the situation.
c. FIGHT.  If the shooter threat is imminent, you may have to commit to neutralize the assailant only as a last resort.  Improvise a weapon using any available object (fire extinguisher, etc.) and commit to using enough force to incapacitate the shooter.  There is strength in numbers, so arm all able-bodied persons with an improvised weapon and act together to subdue the shooter.  The decision to FIGHT is a “kill or be killed” level of threat and is to be used only when no other options are present.
8. Once outside, do not allow others to enter the building/facility until the situation is resolved.  
9. Call 911 when it is safe to do so.  If information is available, 911 will want a number/location/description of the shooter(s), their weapons if known, the number of victims, the number of potential hostages, etc.

10. Law enforcement will enter this type of situation with the initial intent to remove the threat.  They are not there to render aid to any victims until the shooter threat is removed.  Once the threat is neutralized, additional teams of personnel will be allowed to enter the facility and will render aid to victims.  
11. Follow all directions from law enforcement personnel.  When being directed to exit, follow those commands and exit swiftly with your hands up.  
12. Do not run up to law enforcement personnel or shout at them.  Keep your hands up until you are safely out of the building.  You do not want to be perceived as a threat in an already volatile situation.
13. Once released by law enforcement, employees and doctors should meet at the designated evacuation meeting point for the location.

14. Notify administrator/designee and main office and/or satellite offices sites (if applicable); Administrator or designee will notify managing partner/owner of the incident in progress. 
15. Develop notification procedure for patients who have appointments scheduled at that site.  
16. Social media releases may assist in re-routing incoming telephone calls to another location; language for these releases must be approved in advance by managing partner/owner or administrator/designee.  
17. Direct any inquiries (media, etc.) to administrator or designee.  Any press releases or communications must be approved in advance by the managing partner/owner and administrator or designee.  
18. The facility will be out of commission during the emergency and will be processed as a crime scene, a process that may take several days.  Personal effects left in the facility will not be available for staff members or doctors during processing.  Employees will not be allowed to re-enter the facility until authorized by law enforcement and administrator or designee.
19. Any options for establishing care at satellite or alternate locations will be explored.
20. After resolution of the event, the administrator or designee will confer with law enforcement on the status of the facility and when it may return to normal operations.

21. The administrator or designee will confer with managing partner/owner after inspecting the facility and arranging for any repairs that may be needed.  
22. Resume normal activity when feasible.  Decision to re-open will be made by managing partner/owner and administrator or designee.
23. Counseling resources will be made available to those requiring assistance after the event:
a. Employees may be referred to Employee Assistance resources or other designated counseling service as available/needed.
b. Patients, their family members or others should be referred to counseling or other community-based mental health resources.  
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